Practical BCM
— a Part of Risk Management?

Phil James CMIOSH, BSc Hons = &
Regional Director iosh

IOSH Branch Meeting
6th July 2011 N\

steelhenge

A




.\\

Ih
Company Background Sti on9e
«Leading BCM / CM specialist Consultancy
» 35 staff and associates
» Offices in London and Abu Dhabi
» Work internationally for government and

corporate clients

» Steelhenge certified to BS 25999 and ISO
9000:2001 and 1SO27001
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A Challenge to the H&S Professmn?Stiﬁ‘e”@e

- Companies and Organisations re looking to
great more value out of each employee

- Technology makes the workplace more efficient
but increased dependency on IT increases
vulnerability

- The down-turn has made CEOs and MDs more
aware of threats to their business that they
can’t easily deal with

- But good Business Continuity Management will
improve resilience as part of ERM
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Or is this an Opportunity Steeﬁleﬂge
to the H&S Profession? N

- There is a growing awareness in the GCC about
BCM — but not mature like in UK

- Crisis Management and Emergency Response
are well understood — especially in High Risk
Organisations

- Realisation that measures to deal with major
emergency will not help if just denied access to
your HQ building for several days

- BCM now being back filled into IMS in the GCC
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So who is taking responsibility? steelhenge
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- New regulation such as NCEMA AE/HSE 7000
on a Federal Basis and Decrees are making
CEOs, MDs and FDs take ownership

- We are finding that the people being asked to
manage BCM systems are:

- QA Managers
-FM Managers
-HR Managers
- H&S Managers



Disasters & Crisis Events often thought of as....
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Global Incidents in 2010

Q1. How many terror incidents?

= Answer: 103

Q2. How many hurricanes, cyclones, floods?

» Answer: 74 (Riyadh, Muscat none before 2007)
Q3. How many earthquakes > 6.0 in magnitude?
 Answer: 175

Q4. How many earthquakes > 7.0 ?

« Answer: 22 (Haiti, Phet) steelf:e\nge
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Global Incidents in 2010

Q5. How many wildfires?

» Answer: 14 (California, Russia, Australia,
Canada)

Q6. How many Malware attacks (cyber
terrorism)?

» Answer: 3,000,000 (Stuxnet, Hydraq, etc)

Source: ADUKG Apr 2011
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But even much smaller events
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http://www.google.co.uk/imgres?imgurl=http://www.moveoneinc.com/blog/wp-content/uploads/2010/05/Abandonned-cars-in-Riyadh-floods.jpg&imgrefurl=http://www.moveoneinc.com/blog/industrynews/enflooding-riyadh/&h=532&w=800&sz=122&tbnid=QtkM2lx-kiSBWM:&tbnh=95&tbnw=143&prev=/images?q=Riyadh+floods&zoom=1&q=Riyadh+floods&hl=en&usg=__TvzjnTeQLRAI1S-9wU_CHW-DliM=&sa=X&ei=L_zMTIKAE9mX4gbltrTcDA&ved=0CCIQ9QEwAw

What impact have these UAE events had on
local businesses? How did they cope?



http://www.google.co.uk/imgres?imgurl=http://www.moveoneinc.com/blog/wp-content/uploads/2010/05/Abandonned-cars-in-Riyadh-floods.jpg&imgrefurl=http://www.moveoneinc.com/blog/industrynews/enflooding-riyadh/&h=532&w=800&sz=122&tbnid=QtkM2lx-kiSBWM:&tbnh=95&tbnw=143&prev=/images?q=Riyadh+floods&zoom=1&q=Riyadh+floods&hl=en&usg=__TvzjnTeQLRAI1S-9wU_CHW-DliM=&sa=X&ei=L_zMTIKAE9mX4gbltrTcDA&ved=0CCIQ9QEwAw
http://www.thenational.ae/news/uae-news/sharjah-power-cuts-blamed-on-energy-shortage

For example: an obvious threat to a UAE
business at present... FIRE

= In 2009 there were 2,602 recorded fires in the
UAE

» 903 in Abu Dhabi

» 488 in Dubai

» 58 people were killed

» 388 were injured by fires

Source: National Newspaper reporting Abu Dhabi
Civil Defence statistics 5/2/2010




You simply can’t plan for every eventuality....
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Within minutes to days:
Contact staff, customers, suppliers etc.
Recover critical processes;
Rebuild lost work-in-progress

Within minutes to hours:
Account for people;
Deal with casualties;
Contain damage;
Assess damage;
Invoke Business Continuity Within weeks to months:

From: BS25999-1:2006 British Standard for Business Repair / replace damage;
Continuity Management Relocate to permanent site

Recover costs from insurers



» People

« Facilities

» Technology

» Information

« Supply Chain
» Stakeholders
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Business Continuity

« BC Audit and review
» Continuity consulting
oBusiness impact analysis
oRisk assessments
oRecovery strategies and BC planning
olCT continuity and disaster recovery
» BC training in awareness and development
» BC workshops & plan walk-throughs

= BC exercises .\\
steelhenge
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The Business Continuity Management Cycle

Lessons identified

Audits e
Reviews

Embedding in management systems

Review of criticality
Business impact
assessment

. o, Risk Assessment
Awareness training ' a
Workshops

Plan walk thru’s
Exercises °

Exercising,
maintaining
and reviewing

Understanding
the organisation

BCM
programme
management

Developing & .
implemznt?ng Agreement of strategies for

BCM response mitigation, response and

& recovery e
Plans for people, ; Finalisation of policy
premises, IT, supply

chain etc e
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Alignment To Other Management Systems

» Business can and should be aligned to other
management systems

» The cycle is similar to that of QA9000, 1SO
14001, 1SO 27001, OHAS 18001

» Economies of scale are possible in the
implementation and review process

« PAS 99 — a way of system integration
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Crisis Management

= Crisis structural development =
and implementation

» Crisis management planning

» Activation and operational
procedures development

= Crisis communications and
media management

» Information management
= Crisis Team working
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Crisis Teams and Command Structure
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Training Your Staff

- Training courses

-One to one mentoring

- Executive workshops

- Team workshops

- Scenario based workshops
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The Exercising Ladder

0

Scale
&
Complexity|

Command
Post

Table top

Walk
through
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Post Incident Media Management

. TO-camera statements
« Radio interviews
« One-on-one interviews

« Press conferences

. Simulated press enquiries ,\\
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Media Training Considerations

« TV Techniques Training
 Media Awareness Training
 Media Telephone Responder Training

»Social Media Awareness Training
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Incident \\
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Business Analysis \\\

Strategy & Planning

Emergency Response

Crisis Management

Exercise Audit Review
~v v |

Business Continuity

Embedding Organisational Resilience



The full Resilience Cycle

Business & Risk

Strategy &
oy
Audit Organisational 2 l}& .

& Review Resilience ,' Crisis Management
External /
Accreditation? /
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Implementation & Training steelhenge
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What it will Achieve...... Internally

= You will have a robust integrated BCM / CM
management system (part of a wider IMS)

»Your business will be prepared to deal with any
unexpected impact on your core activities —
regardless of the cause

»You will have plans and procedures ready to go

»You will have managers and staff trained
and knowing what they have to do N
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What it will Achieve...... Externally

»You will be able to deal with the media
effectively and protect and enhance your
reputation

»You can satisfy any UAE legislation that is
issued regarding BCM or CM

»You can demonstrate to insurers that
your business is a lower risk — or more likely
choose to self insure more liability
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Certification Can Follow.....

« BS 25999 Business Continuity Your business
=BS 25777 ICT Continuity Your Systems
«1SO 27001 Information Security Your data

 Developing plans and building management
systems to embed resilience in your organisation

.\\

steelﬁenge

A



SO IS THIS AN OPPORTUNITY FOF
H&S PROFESSIONALS LIKE YOU T
SPREAD THEIR WINGS AND BE SE
AS ADDING EVEN MORE VALUE Al
BOARD LEVEL?
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Any Questions?
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Philip James
Email: pj@steelhenge.co.uk
www.steelhenge.com

STEELHENGE
“organisational resilience”



